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DDoS Threat Landscape Report Reveals a 50% Increase in Peak Attack
Traffic

Stockholm — 14 July 2021 — Telia Carrier has today announced the findings of a new DDoS
Threat Landscape Report, with a unique perspective on today’s cyber threats from traffic
data observed on its #1 ranked Internet backbone, AS1299. The report investigates changes
in attack vector, size and frequency, and reveals a staggering 50% increase in peak attack
traffic compared to 2019, with a jump to 1.18 Terabytes per Second (TBPS) or 887 Mega
Packets Per Second (Mpps).

The “Telia Carrier 2021 DDoS Threat Landscape Report”, is a snapshot of Telia Carrier’s
monitoring and mitigation efforts to protect customers across its extensive global network. In 2020,
Telia Carrier cleaned a staggering 57 Petabits or 14 tera packets of malicious data. During the
same period, the average size of a DDoS attack was 19 Gbps (23 Mpps), with an average duration
of 10 minutes.

Additional key findings from the report include:

e Greater incidence of high intensity attacks — With an overall rise in available network
capacity, cyber criminals are increasingly targeting their victims with high intensity attacks,
rather than simply congesting client links.

e DNS and NTP amplification attacks — These were the most common attack vectors in
2020.

e Activity peaks mirror COVID lockdowns — It was found that attack traffic mirrored the
main spring and autumn lockdowns that took place in the US and Europe.

e Carpet bombing is on the increase — A clear trend has been seen of larger, co-ordinated
attacks from multiple sources towards dynamically changing hosts within a target network.
Previously this attack type was seen in severe, but isolated cases, but this activity is now
more consistent and sustained.

“The rise of carpet bombing as a popular attack vector and a dramatic increase in peak attack
traffic are two important reasons why organizations need to move to automatic threat mitigation
techniques,” said Jorg Dekker, Head of Internet Services at Telia Carrier. “The volume and
frequency continues to increase, and cyber criminals are using the huge bandwidth available
across the Internet to target their victims with speed and ferocity from multiple launch points
simultaneously. These dynamic and unpredictable attacks are precision planned and automated,
so customers must fight fire with fire, by investing in auto-mitigation as they move away from static
traffic inspection and mitigation.”

The full report can be downloaded here.


http://www.teliacarrier.com/
https://www.teliacarrier.com/knowledge-hub/white-papers/ddos-threat-landscape-report-2021.html
https://www.teliacarrier.com/knowledge-hub/white-papers/ddos-threat-landscape-report-2021.html

About Telia Carrier

Telia Carrier solves global connectivity challenges for multinational enterprises whose businesses
rely on digital infrastructure. On top of the world’s #1 ranked IP backbone and a unique ecosystem
of cloud and network service providers, we provide an award-winning customer experience to
customers in 125 countries worldwide. Our global Internet services connect more than 700 cloud,
security and content providers with low latency. For further resilience, our private Cloud Connect
service connects directly to Amazon Web Services, Microsoft Azure, Google Cloud, IBM Cloud and
Oracle cloud across North America, Europe, and Asia. Discover more at teliacarrier.com, and
follow us on LinkedIn and Twitter.
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